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This section of Umsebonzi beqins the first part of a series on tapics of
great importance to evary revoluticnary. Limited space farces us o ba
vary short. But ws hope ihat readers will he stintglated to think more
about the questions raized, to dizcuss them with thelr comrades
and to find ways of stadying further,

HOW TO MASTER

A2

Thiz is a series about the mole of sacyacy
in szolving the tasks of the Revolution,

in worlc helps us overcome the dif
ficultiss created by the snemy. Secrecy
gives us protection by starving the enemy
of information about us. Secrecy helps us
build a strong revoluticnary tnovement (o
overthrow the enemy.

There is nothing sinimer abount using
seczet methods to help win freedom.
Through the ages the mling classes have
made it as difficult as possible for the op-
pressed pecple to gain freedom. The op-
pressors use the mast oruel ang sinister
mathods to stay in power, They use unjost
laws to ban, banish, imprison and execute
their cpponents. They use secret police,
soldiers, spics and informers against the
pecple’s movements. But the people know
how io fight back and how i¢ use secret
methods of work.

The early hiztory of struggls in cur coun-
tryt is full of good examples, Makanda, Cet-
shwayo, Selchukhond, Bambatha made use
of sacret methods to organise resmstance,
Bambatha, for instance, prepared his
zebollion against colopizlism in great
secrecy from the Nkandla forest.

Sacrocy hos Halped us Qutwit the Enamy:
The enemy tries (o give the impression that
ir is impossible to camry out illegal work.
The rulers boast about all our people they
have killed or captured. They point 1o the
freedom Bghters locked up in the prisons,
But a ot of this talk is sheey bluff. Of courae
it iz impossible to wage a stuggle without
[ozges. The vervy fact, however, that the
SACP and ANC have survived years of il-
legality is preof that the regime cannot stop
our noble work, It is because we have
been mastering secvat work that we have
been able, more and more, 0 outwit the
anemy.

SECRET WORK

1. INTRODUCTION

Discipline, Vigilance and Self-Control:
Secret methode are bhased on commeon
sense and experience. But they must be
mastered like an an. Discipline, vigilance
and self-control is required. & resisiance
organiser in Nazi-ocoupied Fratee who
was never captured said this was because
he 'never used the telephone and never
went to public placeslike bars, restavranis
and post offices’. He was living a totally
underground life. But aven those members
of & secrat movement who have alegal ex.
istence must display the qualities we have
referred to,

Study ond Apply the Rules of Secrecy:
Most pecple kvow from films and books
that secret work involves the use of codes,
passwaords, safe houzes and hiding places.
Activists must study the rules of gecraey
and apply them sericusly. This enables us
to build up secret organisations linked to
the people, This secret netwaork bacomas
a vital force in helping to lead the people
in the struggle {or power.

In our series we wiil discuss such topics as:

1. How to set up a secret netwox

2. The Rules of Secrecy:

3. How to overcome sarvsillance
{i.e. absetvation);

4. Secret forms of communication;

§. Technical Methode — such as secret
writing, hiding places ste.

€. How to behave under interxogation
{i.e. when heing questioned
by the anemy)

Thase are among the main elememts of
gecrat work. To organise in secret is not
easy, but remembey: The most difficult
work is the most noble!

Naxt lssus: Setting vp the Saceel Notwork

i QUTWIT THE ENEMY!
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HOW TO MSTER SECRH WORK

We have said that secret work helps us
gvercome the problams greated by the
enemy. This helps in the vital task of
building an underground organisation or
sacret netwaork. The rietworl must lead the
people in the struggle for power, It doesnot
compete with the pregressive legal
organisations but reinforces them. Let us
lookat some of the main easuresinvolved:
1. Onlyseriousand reliable peoplacanke
included in the secret network, The leaders
must study the potentizl recmitz very
carefully. Theyare looking for people who
are politically clear, determined, disciplin-
ed, henest and soher. People who cankeep
a secret, Paople who are brave and capable
ot defying the enemy even if captured.

2. Recruiisare organised into a unit or call
of three or four people. The mumber is
limited in case of failare or arrest. The cell
leader is the mosi experienced person. Tha
cell members must not know the other
membaears of the network,

3. Onlythe cellleader knows and isin con-
tact with a more senicr member of the net-
work. This seniozr contact gives instructions
from the leaderzhip and receivas reports.
4. A small committee of the most exper-
ienced people l2ads the network. Thizisa
leadership cell of two orthrees persons. This
cell might be in charge of & factory, location,
township or city, A ity network talees the
form of a pyramid. The city underground
commities is at the top. Localgellsare atthe
base, Middle command cells are in het-
ween. Start with one cell. Gain experience
before building more.

CITY OR AREA NETWORK
CirylAraa

Leadershi
" Middla Lavei

wommand

a9® aee
Factory ond TawnshigfSubured Callz

B, A rule of secret work is that members
must know only that which is necessary to
fuifill their tasks. Everyone, fromiop to bot-
tam, must have good cover stories to pro-
tect them. This {5 a legend ot story which

BUIED THE UNDERGROUND!

SETTING UP A SECRET NETWORK

hides or camouflages the real work being
done. For example: a secret meeting in a
park is made to look lilke a chance meeting
betwean fifends. [fthey are ever guestion-
ed they give the legend that they simpiy
bumped into sach othet and had a discus-
sion about football.

3. All members of the network are given
code namas. These conceal theirrealiden-
tities, They must have good identification
documents. Especially those livings an ii-
legal life. A lot of time and effort mmst be
given 1o creating good legends to protect
our people. There is nothing that arouses
suspicicn as much as a strangeyr who has no
good reason for being arpund.

1. Allillegal documents, litazature, reports
and weapons (when not in use) must be
carefully hidden Special hiding places
must ba built, Codes must be used in
reports to conceal sensitive names and
information.

8. The leaders must see that all membars
are trained in the rules and methods of
secret worl. It is only through this training
thatthey will develap the skillstc cutwit the
enemy.

9. Technical methods such asthe use ofin-
visible writing, codes and disguises must be
mastered. Coustar-surve{llanae methods
which help check whether one is being wat-
chad by the enemy must be known, Saoret
formas of communicating betwesn our peo-
ple must bo studiedand used. Thisisall part
of the training, Thess methods will be dealt
with later in this series.

10, Specialisation: Once the natwork has
been developed some cells should
specialise in different tasks such as pro-
prganda, sabotage, combat worl, mass
work, factory organisation etc.

In the meantime you gan star putting in-
to practice scme of the points already
dealt with. Begin to work out legends in
your work. Whatinnocent reason canyeu
give if a friend or a policeman finds this
journal in your possession?
NEXT ISSUE: Rules of Secracy
Tha Saries on

Marxism and Violence Will
Continue in the Naxt {siue
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Carelessness leads to arrests. Loose talk
and strange behaviour attracts attention of
paolice and izimpimpi. Secret work needs
vigilance and care. Rules of secrecy help
to mask our actions and overcome dif-
ficulties created by the enemy. But firat let
us study the following situation:

What Not To Do

X, atrade unionist, also leads a secret cell.
He phones Y and Z, his cell members, and
arrahges to meet outside a cinema. X leaves
his office and rushes to the meeting 30
minutes late. Y and Z have been anxiously
checking the time and pacing up and
down. The three decide to go to a nearby
tea-room where they have often met hefore.
They talk over tea in low tones. People from
the cinema start coming in. One is arelative
of X who greets him. ¥ and Z are nervous
and abruptly leave. When X is asked who
they were he hesitates and, wanting to im-
press his relative, replies: ‘They're good
guys who like to hear from me what’s go-
ing on’. This opens the way for a long
dizcussion on politics.

X has made many errors which would
soon put the police on the trail of all three.
These seem obvicus but in practise many
people behave just like X. They do not
prepare properly; rush about attracting at-
tention; fail to keep time; do not cover the
activity with a legend (cover story); talk
logsely etc. Others pick up the bad style of
wotk. X should set a good example for Y
and Z. To avoid such mistakes rules of
secrecy must be studied and practised.
They might seem obvious but should never
be taken for granted.

Things to Remember

1. Always have a ‘beliavable’ legend to
cover your work! (X could have said Y and
Z were workers he vagquely knew whom he
had met by chance and had been en-
couraging 1o join the unjon).

2. Underground membership must be
secret! (X had no need to referto Y and Z
as 'good guys').

3. Echave naturally and do hot draw atten-
tion to yourself! ‘Be like the pecople’. Merge
with them! (X, ¥ and Z behaved
suspiciously}.

SOME RULES OF SECRECY

4. No loose taik! Guard secrats with your
life! Follow the saying: ‘Don't trust anyone
and tall ag little as possible’. (X fails here).
5. Be vigilant against informers! They try to
get close to you, using militant talk to ‘test’
and trap you. (Can X be so sure of his
relative?)

6. Be disciplined, efficient, punctual (X was
none of these) Only wait ten minutes at a
meeting place.Tha latecomez may have
been arrested.

7. Make all preparations beforehand!
Avoid a regular pattern of behaviour which
makes it easy for the enemy to check on
you. (X made poor arrangements for the
meeting; rushed there from a sensitive
place and could have been followed; used
the tea-room too often).

8. Do not try to discover what does not con-
cem vou! Know only what you have to know
for carryving out your tasks.

8. Be careful what you say on the phone
(which may be ‘bugged?), or in a public
place (whete you can be overheard)! Con-
ceal sensitive information such as names
etc by using simple codes!

10. Remove all traces of illegal wori that
can lead to you! Wipe fingerprints off ob-
jects. Enow that typewriters can be traced.
Goods bought from shaps can be checked.
11. Hide materials such as leaiflets,
weapons eic! But not where you live.
Memarise sensitive names, addresses etc,
Don't write them down!
12. Carry reliable
identification!

13. Know your town, its streets, parks,
shops ete. like the palm of vour hand! This
will help you find secret places and enable
you to check whether you are being
followed.

14. If you are armrested you must deny all
secret work and never reveal the names of
your comrades even to the point of death!
15, Finally, if any member of your under-
ground cell is arrested, you must im-
mediately act on the assumption that they
will be forced to give informaticn. This
means talking precautions, such as going in-
to hiding if necessary.

When the rules of snmicy are practised reveiu-

tfonaries make regress. Practisa makes
parfact ond wit dlsclplmn and vigilance we

documents of

will outwit the enemy and we will win!

{Next Issue: How to Check for Surveillance}

BE VIGILANY AND CAREFUL!
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1. What is Surveillanca?

In their efforts to uncover secret revolu-
tionaryactivity the police put a close watch
on suspected persons and places. This
organised form of observation is called
survaillance. There are two general types
of surveillance: mobile and stationary.
Mobile issometimesreferred toas 'iling’
or 'shadowingy’ and involves foliowing the
suspect {subject) arcund. §tationary is
observing the subject, his or her hore and
workpace, from a fixed position. This ¢can
be from a parked car, neighbourng
building or shop and is referred to as a
‘stake-cut’. Infact we often see examplesaf
“tailing’ and ‘stake-ouis’ in detective filins.
Surveillance combines both 'tailing’ and
‘stake-outs’,

2. Counter-Surveillance

Members of a secret network must use
methods of counter-surveaillance to pro-
tect themselves and their underground
organisation. You ¢an establish whether
you are being watched or followed. Thase
raethods can be effectively used and help
you to give the police the impression {hat
you are notinvolved in secret work. Before
considering these methods of protection,
however, we need (o be more aware of the
enemy's surveillance methods. Foritis not
pessible to deal with surveillance vnless we
now how it operates.

3. Aim of Syrveillance

The primary aim of surveillance ista gather
informationaboutthe subjectand to check
out whether he orshe is invalved insecret
wotrk. The police seek to establish the links
between the subject and those he or she
might be working with. The enemy wants
to identify you and locate the residences
and secret places vou use, They toy 1o col-
lect avidence toproveihatillegal wark has
been committed, An important use of
sinveillance is to check on information
received from informers.

4, Decizion for Surveillance

A decision to place a subject under
swrveillance is taken at a high level, The
decision will include the intensity ard dura-
tion — for example whether for B, 16 o1 24
14 hours per day over a period of one, two,

~~ WATCH THE ENEMY!

4. SURVEILLANCE

three or more weeks. The decision will in-
volve placing the subject's honze and
vworkplace nunder observation and having
his or her phone tapped —sithertermporari-
¥ or permanerntly. The number of peyvsons
involved in the operation will be decided
uponand they will be given the known facts
aboutthe subiectincluding a description or
photograph. Whether the surveillance ends
with the arrest of the subject will depend on
whati is learnt during the investigation.

5. The Surveillance Team

Specially trained plainclothes men and
waotnen are used to carry cut surveillanoe.
Therideniities are kept strictly secret. They
are not normally the known or public
special branch policemen. They are aged
between 25 and 50 years and have ta be
plrysically fit for the work. In appearance
and dress they are average types. They try
to blend in with their surroundings and
avoid drawing attentionic themsealves, For
axample, smartly dressed whirss will not be
usedtofollow ablack personina poor, run-
down area.

A team may consist of 2-4 people with 5
car in support. Usually one team is uzed at
a time but more will be deploved if re-
quired. The subject will be followed by foot,
car or public transport if necezsary. The
surveillants communicate with each other
by discreet hand signals and small radio
tranamitters. They make minor changes in
their clothing and appearance to hely pre-
venracognition. Forthe same reasonthey
try to avoid abrupt and unnatural
movements when following the subject.

Ir a crewded city street they will ‘stick’
gloge to the subject (within 20 metres) for
fear of losing him ot hex. Ina quiet residen-
tial area they will ‘hang’ well back {over 80
metres] for fear of exposing themselves.
Theyhave set plans and procedures for tail-
ing’ the subject whichinveoives the constant
interchanging of positions. Itisimponant tg
Imaw these vatious techniques of foot and
vehicle surveillance. They will be discuss-
ed in our nex issue. After that we will
discusz how to deal with surveilance (i.e.
counter-surveiliance).
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In our [ast iszue we defined survsaillanes as
an organised form of cheervation in which the
police put 4 close waich on suspected per-
sons of places. Various types of surveillance
and technidques of tailing' the suspect (sub-
ject} are used. A subject’s home or place of
work might be under observation from a sta-
tionary or ‘'fixed’ position such as a
neighbouriag residence o1 vehicle. Al com-
ngs and goings are recorded. When the sub-
ject leaves hiz or her home they may be
iollowed by foot or car or combination of
both. All the places they visit and pecple they
meat ars noted, photegraphed and followed
too if necessary,

Foot Survelliance

At least two people will be used 1o follow the
subject who we will call 'S'. They will com-
municate through hand-signals and ‘walkie-
talide’ radiocs 50 as to guide and assist each
cthet. They will keep as clese to § as 18
metres in crowded areas and hang well bacle,
up to 100 metres, in quiet streets. They will
try ic be as inconspicuous as possible 80 as
not to arouse 3z suspicions. They will have
& CAar to assist themn, which keeps out of sight
in the adjacent streets.

Two-Man or "AB’ Surveiliance

The person following direrily behind Sis A.
The ssecond person is B, who follows on
behind A, as if in a chain. A and B alternate
positions,

Teap-frogging’ over each other

{Figure 1). When & turns right at 3 comer .B'
drops back cut of sight and B tzkes the lead

" position. They continue in the chain forma-

tion. Analternative technique is for A to cross
the read and then tum rght. Inthis case A is
not now following directly behind Basin a
chain, but is parallel to B on the opposite side
of the road to both Band § and slightly to their
rear (Figure 2). A and B will avoid direct con-
tact with &. If 5§ now crosses the street 1o the
left A will either fall back, enter 3 shop or walik
swiftly ahead, whilst B will foliow 3 from his
side of the street (Figure 3).

Three Maun or "ABC’ Survelllance
Inglusion of the exta man makes tailing S
casier, A Iollows &, B follows A and C
operaies across the street from S and to the
rear, When 8 ums a cotner, & may continue
in the original direction, crossing the street
instead of immediately turning. A thus takes
the C position, whilst aithar B or C gan take
A's originai position (Figure 4).

A variety of technicques can obviously be
uged, But the idea is generally the same.
Those following rmust keep the subject under
constant observation without arousing suspi-
cion. The more persons used, the ¢greater the
scope and flexikility of the operation.

Remamber: By knowing the methads
of the enemy we can deal with him and
dofaus him!

Next 1ssue: Yehicla Surveillance

3

TAmmmen

} — first posidon
2 — gecond position
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Inourlas! issye on Survelllance, which is the
organised observation of suspests by the
Folice, we dealf with techriques of following
pecple on fool. We now turn fo ‘tailing” by
vehicle.

Vehicle Surveillance

A varewr of vehicles may be used in
surveillance — car, van, {tuck or motorbike.
These must e depandable and powerful but
not flashy soas to avold attracting attention. A
sunveillance venhicle will casyy novisible police
identification but of necessity will be equip-
ped with a two-way radic (so look out for the
antsnnal)

In heavy traific the tailing vehicle will sticlk
tlose behind the suspect’s vehicle, kereafter
referred to as the subject ar ', In light traffic
it will hang well back, but it will always tTy to
keep two or three cars behind 5 (Figure 1),
especially in Qne-Vehicle Surveillance. The
tailing vehicle will remgin inthe same lane as
=toaveid making sudden mms fiom the wrong
lane. There are nonmally two personsina tail-
ing vehicle. The passengerisalwaysreadyta
alight and canry out foot surveiliance {5 parks
his or her car or gets out of it. As in foot
surveillarice, inconspicuous actions are re-
quired soas notto arsuse the suspicions of 5.
When meore tailing vehicles are used, the
seopeand flexibility ofthe opetation is increas--
ed. But normally two tailing vehiclesare utilis-
ed. The number depends on the degree of
urgency of the operation.

Two and Three Vehicle Surveillance

When two railing vehicles are used, the lead
tail A will remain 'wo or three cars behind 5
and Bwill remain behind A, asinachain, They
will keep switching places (Figure 2). When
using a parallel tziling technique, A remains

6. SURVEILLANCE TECHNIQUES

{CONTINUED)

behind 3and E keepspace ina parallel street.
A and B keep switching positions Figure %),
With three tailing vehicles the presibilities are
increased. A and B follow S in 2 chain and a
third vehicle © travelz in a paralle] street, ©
may even spead ahead of 5, awaiting it at an
intersection before falling in behind and tak-
ing A's position. This aliows A to turn off and
follow in & paralle] street (Figure 4),

Reflectors and Beepers

Those camrying out surveillance may uy to
place a strip of reflectorized tape on the 1eay
of the subject’'s vehicle or break a tail-light to
make it easier to spot it at night. Or they may
place an elecoonic taling device on 5's car,
calied a Jumper Beeper. This is a small metal
box which carn be fixed 1o the vehicle with
magnets in seconds. A radiosignal iszansmit-
ted whick the tailing vehicle picks up on a
Teceiver. 5's car canbe tracked even whan out
ofview! Such gadge!s do not, however, make
it impossible 1o avoid being tailed. It only
mearns that you must be alent and check fer
such derices. Knowingitis there can heip von
te really mislead the enemy!

Progressive Surveillance
Thistechnigue is used when extreme caution
is neseded because the subject is likely to use
allmethods to uneover possible surveillanes.
5 is only followed for a limited distancs each
day by foot or car, Observation is picked up
agein at the time and place where it was
previcusly discontinuned, This continues day
zfter day until the surveillance is completed
or discontinued.

Remember! Know the enemy’s methods to
deal with him and defeat him!

NEXT ISSUE: COUNTER- SURVEILLHNCE

LN
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{fm 7. COUNTER-SURVEILLANCE

We have been examining the enemy's
surveillance methads -~ that is, the {orms
of observation used to watch suspects and
uncover secrat revolutionary activity. We
now turn to counter-surveillance, which is
the methods we use to degl] with enemy
observation.

Qualities Needed

For successful counter-surveillance you
need to be aware of your surrcundings and
be alert to what is going on around you.
That means having a thorough knowledge
of the town or area in which you live and
work and knowing the habits of the people.
You need basic commeon sense, alertness
and patience — together with cool and
natural behaviour and a knoweldge of cer-
tain tactics or ruses (which will be discuss-
ed later). It is important not 10 draw atten-
tion to oneself by strange behaviour such
as constantly leoking over one's shoulder.
And one must guard against parancia —
that is imagining that averyone you see is
following you. It is necessary to develop
powers of observation and memory (which
come with practise) so that you notice what
is unusunal and remember what you have
seern. It is when you notice the same per-
son or unusual behaviour a third or fourth
time that vou are able to conclude that it
adds up to surveillance and not
coincidence.

Are You Being Watched?

Study the nermal situation where you live,
work and socialise so as to immediately
recegnise anything cut of the ordinary. Are
strangers loitering akout the streets? Are
strange cars parked where the occupants
have a commanding view of your home?
They may be a distance away spying on
you through binoculars. Do the vehicles
have antenna for two-way radic come
munication? Do you notice such strangerts
or vehicles on several occasions and in
other pans of town? This would serve to
confirm interest in you.

Have strangers moved into neighbouring
houses or Nats? Do you notice unusual
comings and goings or suspicious
movements at upstairs windows? Try o

discreetly check who such people are. The
enemy might have created an cbhservation
postin the house acress the road - or plac-
ed an agent in the room next doot 1o you!
Be sensilive t¢c any change in attitude to
you by neighkbours, landlady, shopkesper
etc. The enemy might have mobilised them
for surveillance. Know such people well.
including the local children, and be on
good terms with all. Then i strangers ques-
tipn themn about you, they will be more in-
clined to inform you.

Know the back routes and concealed en-
trances into your area so that you may slip
in and out unnoticed. Secretly check what
is going on in the vicinity after pretending
to retire for the night. Aveid peering from
behind curtains, especially at night from a
lit room. This is as suspicious as constani-
Iy glancing over one's shoulder and will
only alert the enemy to conceal themsealves
betier.

Eecord all unusual incidents in a note
ook so you cananalyse events and ceme
to a conclusion. Be alert with persons you
mix with at work or socially, and thase like
receptionists, supervisors, waiters and at-
tendants who are well-placed to notice
one's movements.

Telephone and Mail

‘Phone tapping often causes faults. Check
with neighbours whether they are having
similar problems or is you phone the ex-
ception? Is your post being interfered
with? Check dates of posting, stamp
cancellation and delivery and compare the
time taken for delivery with your friends.
Examine the envelopes to check whether
they have been opened and glued down
in a clumsy way.

Some of these checks do not necessarily
confirm that you are being watched — but
they alert you to the possibility. To confirm
whether you are in fact under observation
requires techniques of checking which we
will examine in the next issue.

Next Issue: The Check Ronte

Be Aware and Alert!

WATCH THE ENEMY!
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8. THE CHECK ROUTE

a'

Check Route iz a planned journey, prefe +bly on foot, along which a person carnes out a
number of discreet checks in order 1o determine whether they are under surveillance. These
checks take place at predeiermined check points which must give you the nppaonunity of
checking for possible surveillanice without arousing the suspicion of those tailing you.

The check route should cover a distance of 3-dkm, include such activities as shopping,
making innocent enduiries, catehing a bus, enjoying a refreshment ete., and should last abont
cne hour. The route should include guiet and busy areas bearing in mind that 1t is sasier
to spot a tail in uncrowded places, [t is essential that your behaviour appears normal and
that you have a valid reason for your movements. If your actions are strange and incxplicable,
you will arouse the suspicions of those [ollowing you.

Here is an example of a typical check route. Shortage of space obliges us to confine the
check peoints into a smalier area — Just a few city blocks — than would acmally be the case:

Check Points are numbered 1 to 12.

Alleyway

POST
OFFICE Fron oo o

1. X walks down the street and pauses at a
citema to examine the posters — this gives
a2 good chance to ook back dawn the street
and to notice thoese passing by (without look-
ing over his shoulder),

2. X crosses the road looking right and left
and pops into a large store; he positions
himself near the entrance whilst appearing to
examine goads on display; he notices anyone
entering after hitm; wancders around the store
using lifts, stajrways etc., in order io spot
anyane paying special interest in him: departs
at aide ewit

3. and crosses stireet into little-uzed alleyaay

or arcades; here he slightly picks up speed
and crosses street, where ..

4. shop with large plate glass windows gives
good reflection of alley out of which he has
emerged; X notices whether anyone 15 com-
ing out of that alley to catch up wsth him ...

5. X now proceeds down the street into
beokshop with commanding view of the
street e has come down: he browses around
neticing anyone entering after him; he also
abserves whether anyone examines the
books he has been browsing through (for a
tail would want tc check whether X has left
a secrat communication behind him for a con-

KNOW THE ENEMY.—
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9. CHECK RQUTE - WITH ASSISTANCE AND BY VEHICLE (*dj‘/

-

Checlt Route is a planned journey, the obiject of which is to check whether you are he-
ing followed . Last issue's example was a ¢heck voute on [ost, by a person agting alone.

With assistance from comrades the exercize hecomes more effective, The exercisc
fellows similar lines as previously outlined except that a carmrade is stationed at each
check point and obscrves whether anyone is Iollowing vou as you pass by, It is essen-
tial that your behaviour appears normal and does not look as though 'checking’ is tak-
ing place.

Z1

BU-LDI™MIG

COFFEE GHOP

EE?!zz

CAR PARK

Zoso

Let us supose that you are X Comrades Y and 2 position themselves at check points
Y1 and Zl respectively. These observation points must give a good view of your
movements. but keep the comrades hidden from enemy agems who might be tailing
you. Alter X passes each check point the comrades move to new pesitions, in this case
Y2 and Z2. They may in fact cover four to five positions each and the whole operatian
couid take one to two hours over an area of three or four kilometres, Comrades must
take up each position in good time.

Such check points could be:
® Y] From inside a coflee shop Y gets a good view of X entering the bank opposite.
® 71 Zisin a building (roof garden, baleony or upper floor window) watching X's

progress dewn the strest and into the bookshop.
® Y2 Y has moved irto park and observes X's wanderings from park bench among
the trees,
® 73 Zhastume 10 occupy parked car in car park, with good view of all movement.
After the ezcrcise Y and Z meear 10 ¢ovopare notes, What suspicious individuals have
they ohserved® Were such people noticed in X's vicinity on more than just one or two
occaslons? Was their behaviour strange and were they showing unusual interest in X7
[nd they take up observation positions when X entered bank and boockshop? Did they
go in to check what he was up t9? Was a vehicle [ollowing them in support and ware
persons from the vehicle taking 1t in turns to follow X% Such persons are more easily
noticed and remembered in quiet rather than busy areas!

Remember: In order to carry out secret work you must know whether you are under

surveillance or are clean!

Next Issue: Checking when driving.

~ BUILD A SECURE UNDE UND! §
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10. CHECKING BY CAR

There are many ways of countenng enemy
surveillance when using a vehicle. Be cxtra
observant when approaching your parked car
and when doving off, This is the most likely point
at which tailing may start — from your home,
worle, friends, meeting place. Be on the lockout
for strange cars, with at least twa passengers
(usually males), When driving off be on the
laokout for cars pulling off after you or possibly
following you from around a comer. Bear in
mind that the enemy may have two or three
vehicles in the vicinity, linked by radio. They will
try to follow you in an interchanging sequence
i{the so-called A B,C technique) Cars A. B and
C will constantly exchange positions so as to
confuse you.

Ruses:
After driving off it is a useful progedure to make
a U-turn and drive away in the opposite direc-
tion, forcing any surveillance car into a hurried
move. As you proceed, notice vehicles behind
YyOUu — pourrear-view mirroris pour best friend!

Alsc pay attention to vehicles travelling ahead
which may deliberately allow you to overtake
them. Cars waitittg ahead of you at the junctions,
stop streets and by the roadside must be noted
too. You will often find vehicles travelling
behind you for quite a distance, particularly on
a main road or tink road. Aveid becoming ner-
vous and over-reacting. Do not suddenly speed
ahead in the hope of losing them.

Remember that the point of counter-
surveillance is {o determine whether you are
being followed or not. Rather fravel al normal
speed and then slightly reduce speed, giving
normal traffic the chance of overtaking you. If
the following vehicle also reduces speed, then
beginto accelerate slightly. Is that vehicle copy-
ing you? if so, tum off the main rcad and see
if it follows. A further lam or two in a qulet
suburb or rural area will establish whether you
have a tail.

There are many other ruges 1o determine this:
# Drive compiletely around a traffic circle as

though you have missed your tumn-off;

® Turninto a dead-end street as if by mistake,

> ot
rf"—'Z;‘/)

-

® Tumintothe driveway of a house or building
and out again as if in error;

® Abruptly switch tralfic lanes and unexpected-
ly turn left or right without indicating — but
be sure there is no traffic cop about!

® Cross at a traffic light just as it turns red, ete.

Such ruses will force a tail into unusual actions

ta Keep up with you — but your actiohs tmust

appear normal.

Check Route

The Check Route we previcusly described in
this series for checlking surveillance by foot can
obvicusly be applied to vehicles. Your check
route must be well prepared and should include
busy and ¢uiet areas. Also include stops at
places such as garages and shops where you
can carry cut some counter-surveillance on foot.
You ran camy out your routine by yourself or
with assistance.

In this case comrades are posted at check
points along your route and observe whether
you are being tailed. It 15 a good idea to fit your
car out with side-view mirrors for better obser-
vation, including one for your passenger. Atall
costs aveid looking over your shoulder {a highly
suspirious action!).

Enemy Tracking Device

You should often check undermeath your catin
case the enemy has placed a tracking device
('bumper bleeper”) there. It is a small, battery-
aperated, magnetically attached gadget that
emits a direction signal to a tailing vehicle. This
enables the vehicle to remain out of your sight.
When you stop for some minutes, however, your
trackers will be curious about what you are up
to. This will force them to look for you. 5o your
check routine should involve stopping in a quist
or remote area. Get out of your car and into a
hidden position from where you can cbhserve
any fellow-up movement. If you have assistance,
stop your car at a pre-arranged spot. Your com-
rades should drive past and check whether a tail
vehicle has halted just out of sight down the
road,

Next Isene: Cutting the Tail

|  PROTECT THE UNDERGROUND?
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11. CUTTING THE TAIL

The procedure of eluding those who are follow-
ing you is called ‘cutting the tail'. In erder to deo
this effectively you must study the location or
areas where this can be done inadvance. When
vou find voursell in a situation whete vou need
to break surveillance, vou deliberately lead
those who are following you to a favourable spot
where 'cutting the tail' ¢an be achieved.

1. Change of Clothing:

You urgently need to visit an underground con-
tact. For several days your attempts have been
fmstrated because vou have come to realize that
vou axe being closely watched and followed by
the police and their agents. You leave work as
usual but camry a shopping bag with a change
af clothes. After casually wandering arpund
town you enter a ¢loakrocm or such place wheare
you can quickly change clothing without being
seen. It shouid be a place where other people
are constantly entering and leaving. You leave
within minutes, casually dressed in a T-shirt and
gports cap. Your ghirt, jacket and tie are in your
shopping bag. A bus arsa makes it easier to slip
away unncticed. A reversible jacketl. pair of
glasses and cap keptin a pocket are useful aids
for a quick change on the move. Weomen in par-
ticular can make a swilt change of clothing with
ease, slipping on a wigand coat or evier a man's
hat and jacket over a pair of jeans to confuse the
taill

2, Jumping on and off 3 Bus:

You are being tailed hut must get 1o a secret
meeting at all costs. You eould spend some time
leitering arcund a busy shopping area giving the
impression that you are in no hurry to get
anywhere, Just as you notice a bus pulling away
from a bus stop you run after it and jurnp aboard.
Keeping a good lockout for your putsuers, you
could jump off as it slows down at the next stop
and disappear around a busy comer.

3, Crossing a Busy Street:

You need to be quick and alert for this onel You
deliberately lead those following you down a
busy street with heavy traffic. Whenh vou notice
a momentary break in the traffie, you couid sud-
denly sprint across the road as though your life

VIGILANCE MEANS SURVIV!

d

-

depended an it. By the time the tail has manag-
ed 1o find a break in the traffic and cross after
you, you 2ould have disappeared in any number
of diregtionsl

4, Take the Last Taxi in the Rank:

Oecupy your time in a leisurely way near a taxi
ratk. You could he window shopping or drink-
ing tea at a cafe. When you notice that there is
only one taxileft at the rank, drop everything and
sprint over to it. By the time those Following you
hiave summoned up their suppert cars you could
have ordered the taxi to stop and slipped away,

3. Entering and Exiting a Building:

A large, busy depariment store with many en-
trances, stairways, lifts and floors is ideal for this
one. After entering the building quickly slip out
by another exit. Busy hotels, restaurants, recrea-
tion centres, railway stations, arcades, shopping
centres etc are all useful locations for this trick.

6. Rases when Driving:

Itiz more difficult to cuta il when driving than
when on [eot because a number of vehicles may
be following you in parallel streets. Fast and ag-
gressive driving is necessary. Sudden changes

. of speed and direction, crossing at a traffic light

just as it turns red, and a thorough knowledge
of lanes, garages and places where a car wmay
be quickly concealed are possible ways in
which you may elude the tail.

I. Get Lost in a Crowd:
It is pavticulazly difficult for the tail to keon ap
with you in crowded areas. Know the loculisy
be prepared, be quick-footed and quick-wittz:l.
Be ready o take advantage of large concentia
tions of people. Workers leaving a factory. spe
tators al a sports fixture, crowds at a macker,
cinema, railway station or 1ally offer all the op-
portunities you need.

Mix this with the ahove tactics and you will
give those trying 1o tail you the headache and
dizsappaointment they se richly deserva.

NEXT ISS5UE: We begin to look at Secret
Ceomanunication

KNOQW THE ENEMY — AND OUTWIT HIM!

T
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12. Secret Communication

Communication 15 vital 1o any form of human
activity, When people hecome involved in
secret work they must master secret forms of
communication in crder to survive detection and
succeed in their aims. Without efficient secrat
commuanication no underground revolutionary
movement can function. In fact effective com-
munication is a pillar of underground worlk. Yet
communication between underground activists
is their most vulnerakle point,

The enemy, his police, informers and agents
are intently watching known and suspect ac-
tivists. They ate looking for the links and con-
tact points between such activists which will
give them away. It is often a1 the point when such
activists attempt 10 contact or communicate with
one another that they are ocbserved and their
waould-be secrets are uncovered. The enemy
walches, sees who contacts whom, then
pounces, rounding up a whole network of ac-
tivists and their supporters. But there are many
methods and techniques of secret work, simple
but special forms of communication, available
to revolutionaries to overcome this key problem.

Inthe next few issues of this seties we will be
discussing these, In order {o improve and
perdect secret forms of communication, These
are used worldwide, including by state security
Argans, so we are giving nothing away to the
enemy. Rather we are attempting to arm our
people. These methods are designed to outwit
the enemy and to assure continuity of work The
qualities required are reliability, discipline,
punctuality, contimuily and vigilance — which
speils out efficiency in communication.

Before proceeding, however, ie! us illustrate
what we are talking about with an example;
C — a member of an underground unit — is
meanl to me&t & and B at a secret venue. Cis
late and the two others hawve left. C rushes
around town tyying o find them at their homes,
worl place, favourite haunts. C tries phoning
them and leaves messages, 13 particularly anx-
lous because he has urgent information for them.
People start wonderng why & is in sucha panic
and why he is 5o desperate to contact A and B
who are two individuals whom they had never

before assoclated with C, When C finally con-
tacts & and B they are angry with him for two
reasons. Firstly, that he came late {or the appoint-
meni. Secondly, that he viclated the rules ol

secrecy by openly trying to contact them. C of-
fers an acceptable reason fer his late-coming (he
could prove that his ear brolke down) and argues
that he had urgent information for them. He
states that they had failed to make alternative ar-
rangements for a gituation such a8 one of them
missing a meeting. Hence, he argues, he had no
aliernative but to search far them.

The above example is familiar to most activists.
It creates two problems for the conduet of secret
work. It creates the cbvious seturity danger as
well az leading to a breakdown in the continuity
of work,

What methods are open to such a unit, or be-
tween two activists?

To answer this we will ba studying two main
areas of communication. There are personal
and non-persenal forms of commurnication. Per-
sonal are whan two or mere persens meet under
special conditions of secrecy. There are various
forins of personal meetings, such as regular,
ragerve, emergency, blind check and acciden-
tal. Then there are various non-persenal forms
of communication designed to rteduce the fre-
quency of personal meetings. Amangst thaese
are such methods as using newspaper colurmns,
public phone boxes, postal gystem, radios and
the method made famous in spy novels ana
films, the so-called dead-letter-box or DOLE,
where messages are passed through seczet
hiding places. Coding, invisibie ink and special
terms are used to conceal the true or hidden
mMeaning in Inessages or canversatlons.

From this we can immediately see a salution
to C's failed meeting with & and B. All they need-
ed lo arrange was a reserve meeting place in
the event of one or moere of them failing to turn
up at the initial venue. This is usually at a dif-
ferent time and piace 1o the eailier meeting. The
other forms of meetings cover all possibilities.

Next Issue: Persenal Meetings & Their Conditions.

COMMUNICATION —

G

LIFEBLOOD OF THE UNDE
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13. Personal Meetings

In our last issue we bagan to discuss the methods
members of an undergreund unit should use when
sermunicaling with one anether. The maost impor-
tant requiremsnt that must he golved is how 1o meet
secretly angd reliably.

Ler us suppose that comrade A has the task of
organising an underground unit with B and C. In
the interests of secrecy they mast, as far as possi-
ble, avoid visiting one another at homea or at work.
(Such links must ba kept to a2 mmimum or even total-
ly avoided 2o that other people do not have the im-
pression tha! they are closely connected).

First of all they need to have a regular or main
meeting — let's say every two weeks., For this
meeting A lays dewn three conditions. These are:
place, time and legend.

Place of Meeting:

This must be easy to find, apprecach and leave. It
must be a safe place to meest, allowing privacy and
a feeling of security. It could be a friend's flat, of-
fice, picnic place, beauty spot, beach, park, vehi-
cle, quiet café etc. The possibilities are endless,
It iz essential that the meeting place be changed
from time to ime. Sometimes, instead of indicating
the meeting place A might instruct 8 and C to meet
hirn at different contact points on the route to the
meeting such as outsids a cinema, bus stop ato,
This can provide a greater degree of security. But
it 15 best to begin with the most simple
arrangements.

Time:

Date and time of the meeting muat be clearly
memorised. Funciuality is essential. If anyone fails
o ammive at the meeting place within the pre-
arranged time the meeting must be cancelled. As
-a rule the time for waiting must never exceed ten
munutes, Under no circumstances must a comrade
proceed w the meating f he or she finds
themselves vnder surveillance.

Legend:

Thiz & an ipvented but convincing explanation
(cover storv) as io why A B and C are always
logether &t the same piacs ar the same time. The
~egend ail depend on the type of people who are
aaeting, duppose A and B are black men and ¢
12 a&n cldes, white woman. Sirce it wauld ook
ulasia and aiirac attention if they met at a park
of reohia pione & has decided caan office which
Clas leaned for g oeliabile friesd, They mset ot
DAz when tr cfios s oempiy. O hes dold el
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friend that she requires the premises in order to
interview some people for a Jjob or some story to
that effect. On the desk she will have interview
notes and other documents to suppon her story and
B and C will carry job applications or references.
If anyone interrupts the meeting orif they are ques-
tianed later, they will have a convincing explana-
tion for their meeting.

Order of the Meeting:

At the start of the meeting A checks on the well-
being and security of each comrade, particularly
whether everything was in order on their route to
the meeting. Did they check for possible
surveillance? Next A will inform them of the legend
for the meeting. Then, before business is discuss-
ed, A will explain rhe time and place of the next
meeting. This is done in case they are interrupted
and have to leave the meating in a hamy. In such
an evert they already know the conditions for the
next meeting and continuity of contact is assured.

Reserve Meeting:

In ammanging the reqular mesting of the unit, A takes
into account the possibility of one or mars of them
lailing to get to that mesting, He therefore explains
the conditions for a reserve meeting. Theze also
inclhude place, lime and legand. Whilst the time for
a reserve mesting may be the same a5 a reqular
meeting (but ohvicusly on a different day), the
place must always differ. A instructs thetn that if
a regular meeting fails to take place they must
automatically meet two days later at such-and-such
a time and place. The conditions for a reserve
meeting might be kept constant, not changing as
often as those of the regular meeting, becanze the
need for such a meeting may not clten atse. But
A takes care to remind the comrades of these con-
ditions at every regqular mesting.

Having anmanged conditions for both regular and
reserve meetings, A feels confident that ke has
aiganized reliability and continuity of such contact.
It is necessary for all to ocbserve the miies ol
segrecy, and to be punctual, reliable, disciplined
and vigilant about such meetings,

Bt what if comrade A needstosee Band C sud-
dlendy and urgently and cannot weit for the reguiar
~eating?

OTLEL TG

Yee.f Iague Emergency and oitei @0
Jag Hre: twelive articles in this sexive Lo o wvailcl o
in memphlet foam froom Trlfuboi oblicusieas

13



FLT=SZD HOW TO MASTER SECRET WORK

14. Emergency and Checlt Meetings

The leader 6 an underground unit, comrade A, has
arranged regular and reserve meetings with B and
. This allows for reliakility and continaity of con-
tact in the course of their secret work. This has
been progressing well. Comrade A decides to
organise other forms of meelings with them
because of the complezity of work.

1. Emergency Meeting:
The cormrades have found that they scmetimes
need 1w meet urgently hetween their regular
meetings. An emergency meeting is for the rapid
establishment of contact should the comrades need
to see each other herween the set meetings.
There are similar conditions as [or a regular
meeting such as: Time, Place and Legend. The ad-
ditional efement is a signal for calling the meeting.
This signal might be used by gither the unit leader
A or the other cell mambers, when they need to
convey urgent information. A confirrnation signal
is also necessary which indicates that the call signal
has been seen or understood. This must never be
placed at the same location as the call signal.

Signals;

These are pre-arranged signs, phrases, words,
marks or objects put in specified places such as
on ohjects 1n the atreets, on buildings ete., or
specified phrases in postcards, letters, on the
telephone etc,

Example of Emergency Meeting:

Comrade A has directed that the venue for the
unit's Emergency meeting is a certain park bench
beside a lake. The time iz for 5.230pm on the same
day that the call signal 15 used. As with Eegular
meetings he also indicates a Reserve venue for the
Emergency mesting. Comeade A arranges different
call signals for B and C, which they can also use
if they need to summon him.

Call and Answer Signal for B;

This zignal could be a ‘chalk mark’ placed by A on
a certain lamp-post. Cormrade A knows that B walks
passed the pole every morning at a cenain time on
his way to work. B must always be on the lock-out
for the chalk mark. This could simply be the [etter
X" in red chalk. By 2pm that day B must have
raesponded with the confirmation signal. This could
be a piece of coloured sinng wound round a fence
near a bus stop. It could equally be a piece of blue
chalk crushed into the pavement by the steps of
a building or scme grafiiti scrawled on a poster (in
other words anything clear, vizsikiz and innocent-

Chalk mark signal

meet each other al the park bench later that day.

Call and Answer Signal for C:

C has a telephone at homme. Before she Jeaves for
work, comrade A phones her from a public call-
box. He pretends to dial a wrong number. ‘Good
morming, is that Express Dairy?' he asks 'Sorry,
wrong namber’, C replies and adds: ‘Mot such a
good moming, you got me out of the bath’. This is
C's innocent way of confirming that she has
understond the signal. Obvicusly sueh a signal can-
not be repeated.

2.Check Meeting

" This is a 'mesating’ hetween the unit leader and a

subpordinate comrade to establish only through
visnal contact whether the gomrade ig allright.
Sucha check-up becomes necessary when a com-
rade has been in some form of danger and where
direct physical contact ks unsale to atternpt, such
as if the comrade has been guestioned by 1he
police or been under surveillance.

There are a number of conditions for such a
meeting: Dats and Time; Place or Route of move-
ment; Actions; Legend; Signals — indicating danger
or well-being.

Example of Check IVeeting: :

C hasg been questioned by the police. Az a result
contact with her has been cut, After a few days
comrade A wants to check how she is and calls her
through a signal to 2 Check meesting.

Abdprn on the day following the call signal C goes
shopping. She wears a yellow scarf indicating thal
she was subject to mild guestoning and that
everything has appeared normal since. She follows
a route which takes her past the Post Offlice by
4 .30pm. She does not know where A is but he has
taken up a position which conceals his presence
and gives him a good view of C. He is also able to
observe whether C is being followed. On passing
the Post Office © stops to blow her nose. This is
to reinforee her feeling that everything is now nor-
mal. [t is for A to decide whether to restore con-
tact with C or to leave her on *ice’ for a while longer,
subjecting her to lurther checks.

PROTECT THE UNDERGROUND:.
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15. BLIND MEETING

The leader of an underground unit, comrade &,
recelves instructions from the leadership to meet
comrade . Comrade D i3 a new recruit, whom
the leadership are assigning to A's unit. A& and
I} are strangers to one another. Conditions are
therefore drawn up kor a Blind Meeting — that
ig a meeting between two underground workers
who are unknawn to one another.

Recognition signs and passwords
There are similar conditions as for regular and
other forms of meeting, such as date, titme, place.
action of subordinate and legend. In additian,
there is the necessity for recognition signs and
passwords, which are to aid in identification,
The recagnition signs enable the commander
or senior, in this case A, to identify the subor-
dinate from a zafe dastance and at ¢lose quarters,
Tweo recognition signs ate thersfore needed.
The passwords, including the reply, are
specially prepared words and phrases which are
exchanged and give the go-ahead for the con-
tact to begin. These signs and phrases must look
normal and not atiract attention to outsiders.
At this point the reader should prepare an ax-
ampie for a blind meeting and compare it with
the example we have given.

Doremember that all the examples given in our
sexies are also read by the enemy, so do not
blindly copy them, They are suggestions to
assist activists with their own ideas.

Example of Blind Meeting

Place: Toyshop on Smith Street.

Date and Tipe: December S0th, Spm.

Action: Comrade D to walk down street in
easterly direction, to stop at Toyshop and gaze
at toy display for five minutes.

Legend: D i# simply walking about town carmry-
ing out window shopping. When A makes con-
tact they are to bzhave as though they are
strangers who have just struck up a friendship.
Recognition signs: D carries an OK Bazaars shop-
ping bag. The words 'OK’ have been underlined
with a Kack pen (for close-up recognition).

Passwords

A; Parden me, but do you knew whether this
shop sells childrens’ books?

B I don’t know. There are only toys in the
window.

A. [ prefer 1o give books for presents.

Moter The opening phrase will be used by A
after he has observed D'z movements and satis-
fied himself 1hat the recognition signs are cor-
rect and that I3 has not been followesd. A cotn-
pletes the passwoards with a closing phrase
which satisfies D that & is the comect contact,
The two can now walk off together or A might
suggest a further meeting somewhere alse,

Brush Meeling
This is a brief meeting where material is quick-
ly and silently passed from one comrade to
another. Conditions for such a meeting, such as
place, time and action, are carefully planned
beforehand. No conversation takes place.
Money, reports or instructions are swiftly trans-
ferred. Split-second timing is necessary and con-
ract must take place in a dead zone i.c. in areas
whers passing the material cannot be seen.
For example, as D walks down the steps ofa
department store A passes D and drops a small
rackage into IV's shopping bag.

‘Accidental’ Meeting

This is, int fact, a deliberate contact made by the
comrmander which comes as a surpnse to the
subordinate, In other words, it takes place with-
out the subordinate’s foreknowiedge.

An 'accidental' meeting takes place where:
a) there has heen a breakdown in
commuanication.

b} the subordinate is not fully trusted and the
commander wants to have an ‘unexpected’ talk
with him or her.

The commander must have good knowledge
of the subordinate's movements and plan his or
her actions before, during and after the meeting.

Next Issue: Non-Personal Communications

» PROTECT THE MOVEMENT’S SECRETS! |
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16. NON-PERSONAL COMMUNICATION

Comrade A has been mainly relying on personal
forms of communication to run the underground
unit. With the police stepping up their search
for revolubonary activists he decides to increase
the use of non-persenal communication.

Thesge are forms of secret communication car-
ned out without direct contact, These do not
replace the essential meetings of the unit, but
reduce the number of titmes the comrades need
to meet, thereby minimising the rsks.

The Main Formas:
These are telephone, postal zystem, press,
signals, radio and dead letter box {DLB). The
first three are in everyday use and can be used
for secret work if comrectly exploited. Signals
can be used as part of the otherforms cras a
syster on thelr own, Radio communication (cod-
ed) will be nsed by highet organs of the Maove-
ment and not by a unit like A's. The DLB is the
most effective way of passing on material and
information without personal contact.
Comrade A introduces these methods
cautiously because misunderstandings are
possible. People prefer face-to-face contact sa
conlidence and skill must be develeped.

Telephone, Post and Press

These are reliable means of secrat communica-
tion if used properly. Used carelessly in the past
they have been the sgurce of countless arrests.
The eneiny intercepts telephone calis and mail
going te known activists and those they regard
as suspicious. Phone calls can be traced and
telexes as well as letters intercepted. Interna-
tional communication is especially vulnerable.
For examnple, a phone call from Bolswans 1o
Soweto is likely to arouse the enemy's interest.
What is required are safe phones and addresses
through which can be passed innocent-
sounding messages for calling meeting, re-
establishing contact, warning of danger, etc.

Telephone:
This allows for the urgent transmission of a signal
or message. The telephone must be used with
a reliable and convineing coding system and
legend. Under no cizcumstances must the phone
be used for involved discussion on sensitive
topics.

Comrade A has already used the phone to call
C to an emergency meeting (See No 14 of this

series). The arrangement was that he pretend-
ed to dial a wrong number. This was the signal
1o meet at a pre-arranged place and time.,

Up to now he has been meeting with her to
collect propaganda material. He now wishes to
signal her when to pick it up herself, but prefers
to avoid phoning her at home or wozrlk. If she
tales lunch regularly at a certain ¢cafe orisata
sports club at a certain time or near a public
phene, he knows how to reach her when he
wishes.

A simple call such as the following is recuirad:
‘Is that Miss 3¢-and-30? This is Ndlova here. I
bhelieve you want to buy my Ford Escont? If so,
you caf view it tomorrow.” This could mean that
C must callect the prapaganda material ata cer-
tain piace in two days time. The reference to a
car is a code for picking up propaganda
material; Ndlovu is the code name for the pick-
up place; tomorrow means two days time {two
days time would mean three days),

Post:
This can be used tc transmit similar messages
as above. A telegram or greeting card with the
message that ‘Uncle Morris is having an opera-
tien’ could be a waming from A to C to cut con-
tact and lie lew until further notice because of
possible danger. The use of a particular kind of
picture peosteard gonld be a signal for a meeting
at a pre-arranged place ten days after the date
on the card. Signals can be contained in the ferm
the sender writes the address, the date or the
greeting. ‘My dear friend” together with the fic-
titious address of the sender — ‘No 168 Fox
Street’ — rmeans to be ready for a leaflet distribu-
tion and meet at 16 hours on the 8th of the month
at a venne code-named 'Foax'.

Many such forms of signals can be used in let-
ters. Even the way the postage stamp is placed
can be of significance.

Press: This is the use of the classified ads sec-
tion: 'Candy I miss you. Please remember our
Anniversary of the 22nd — love Alan’, This could
be A's arrangement for re-establishing contact
with C if she has gone into hiding. The venue
and time will have been pre-arranged, but the
advert will signal the day. Such ads give tnany
possibilities not only in the press but ot notice
boards in colleges, hostels, shopping centres,
and so on.

2 ORGANISE, DEFY AND ADVANCE!
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17. SIGNALS

Comrade A haz been introducing various forms
of Non-Persconal Commumcations (NPC) to his
underground ugt. Af times he has carefully used
the telephote. post and press to pass oninnocent
sounding messages, (see No 16 of this senes).
Key phrases, spoken and written, have acted as
signals for calling meetings, warning of danger
efc. He has also used graphic signals, such as
a chalk mark on a lamp post, of an abject like
a coloured piece of atring tied toa fence, as call
and answer sigh {See No l4).

Signals can be usad for a vanety of reasons
and are essential in secret wark. They greatly
improve the level of secunty of the underground
and help to avoid detectian by the enemy forces.

Everyday Signals
The everyday use of signals shows how useful
they are in conveying messages and what an
endless variety exists. Road traffic (s impossibic
without traffic lights {(where colour carnies the
meszage) and road signs {(where symbols or
graptics are used). Consider how hand signals
are used ih differan ways not only to disect traf-
fic but for countless purposes from sport to
soldiars on patrol. Evaerybody uses the thumbs-
up signal ta show thar all is well, Consider how
polire and robbers use signals and you will
realize how important they arc for underground
work. In fact in introducing this tepic to his unit
Comrade A asks them o give examples of avery-
day signals. The reader should tést his ar her im-
aginatipn in this respect.

Far our purpase signals are divided into TYPE
and USAGE.
* Type:
Sound — volce, music, whistle, animal scund,
knccking etec.
Colour — 3]l the hues of the rainbaow!
CGraphic — drawing, figures, letters, numbers.
marks, graffiti, symbkols ete,
Actiong — behaviour/movement of a person or
vehicle.
Objects — the placing or movement of anything
from sticks and stones to flower pots and flags.
& Usge:
To call all forms of meetings; ta instruct pecple
‘to report to a certain venue or individual, to in-
siruct people to prepare for a certtain task or ac-

tgo; o inform of danger or well-being; to indicate
that a task has been carried cut; to indicate a
presence or absence of survalllance; to mdicate
recagmition betiween people.

Whatever signals are invented to gover the
needs of the unit they must be simple, easy to
understand and not attract attention.

Here are some examples of how signals can be
used:
One example 15 included which is bad from the
security point of view. See1f vou can spot it. Con-
sider each example in termus of type and usage.
® Comrade A draws a red arrow on a wall to
cail B to an emergency meesting.
® D whistles a warning ta O, whe is shipming a
leaflel under & door, indicating that someone is
approaching.
® B stops at & postbox and klaws his nose, in-
dicating to A, chserving from a safe distance, that
he iz being followed,
®# [} hangs only Blue washing on his clothes line
to indicate that the police have visited him and
that he believes he is in danger.
® [ enters a hotel weaning & suit with a pink car-
nation and orders a bottle of champagne. These
are sigaals to C that she should join him {or a
secret discussion.
®  having to deliver weapons to 'Esther’,
whoarn she has not met before, must park her car
at a reat-spat venue an the highway. C places a
tissue-box on the dash-board and drinks a can
of cola. These are the recognition signals for E
to appreach her and ask the way to the nearest
petrol statien. This phrase and a Mickey-Mouse
kaey-ring held by E are the signs which show C
that E is her blind contact, (Note: bath will use
falee pnumber plates on their cars o remamn
anonymeus from each othet).
® C places a strip of coloured sticky tape inside
a public telephone box to inform A that she has
succeassfully delivered weapons to E.

The kad example? D's pink carmation and
champagne draws unwanted attention.
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18. DEAD LETTER BOX

Comrade A's underground unit has been master-
ing forms of Mon-Personal Communication to
make their werk secret and efficent. Comrade
A leels they now have sufficlent experience 1o
pse the DLE, sometimes called ‘dead drop’, to
pass literature, reperts and funds between one
another.

The DLEB

It is a hiding piace such as a hollow in a tree or
the place under the floorboards. 1t is uzed like
a 'poat box' to pass material batween twao people.

To qive a definition: A DLH is a natural ot man-
made hiding place for the storage and transfer
aof material.

It can be a large space for hiding weapons or
small for messages. It can be located inside
buildings or out of doors; in town or countryside.
[t can be in natural spaces such as the tree gr
floorboards, or manufactured by the operative,
such as a hollowed out fence pole or a hole in
the ground. It ig always camouflaged.

Selecting the DLB

[t is very wnportant to carelully select the place
where the DLBs to be located. Follow the rules:
& It must ba eazy to describe and find. Avoid
complicated or confusing descriptions which
make it difficult for your parner to find 1t

# It must be safe and secure. [t must be weil
concealed from casual onlookers. Beware of
places where children play, gardeners work or
tramps hang oul. It must not be near enemy
bases or places where guards are an duty. It
must not be overlooked by buldings and
windows

#® It must allow for safe deposit and removal of
material. The operatives must feel secure about
their actons in depositing and removing
material. They must be able te check whether
they are beng watched, The mace must be 1n
keeping w:th thewr puble mage and legend

# It must allow far weather conditions and time
of day. DLBs can be exposed or damaged by
ran or flooding Some locations may be

suspicious to approach by day and dangerous
by night.

Prepatation

This involves constnucting and camouflaging the
DLB; making a diagram; workitg out a signal
systern and security arrangements. If you are
burying the material put it in a tin, bottle or
weather-prool contaner.

# Once your have selacted the place lor your
DLEB vou will have to prepare it. This will usual-
Iy take place under cover of night whether you
are digging a hole or hollowing out a cavity n
a tree and camouflaging it.

® You will have to make an accurate descrip-
tion, preferably including a simple diagiam.
® You will have to work out a signal systermn for
yoursell and partner indicating deposit and
remeval of material.

® Finaily, work out a check route to and from
the DLB and a legend for being there.

Example of DLB

Comrade A has spotted a loose brick in a wall
The wall is located along a little used path and
shielded by trees. At night he hellows cut a
space behind the brick. large enough 1o take a
small package. The loose brick is the tenth along
the wall, second row down. The brick fits secure-
by into the wall but can be quickly removed with
the use of a nail. The operahon takes len seconds
and the {ootsteps of any stranger approaching
can be easily heard.

A's Description of the DLB

Reference No. DLB 3 'Loose Brick in wall
Locafion. Fath leading from Fourth Street 1o Golf
Course

Direction: In Fourth Streei. just past the 6] Bus
Stop. 15 the path, wilh red brck wall on the rght,

wooder feace on the left Three paces cown the
nath, on the right. just befure a tree. 15 the DLB,

i the brnick wall.

+w LEARN UNDERGROUND SKILLS!
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TFhe DLE I s a oose ook, with white paat
amudoe As you walk down the palh from Fourth
Srrexct, o1 che wenth brck along the wall, socond
row from o In the soace hevween this bnck
ard the anch brick s a hole, Place a nadl it this
hole o hews prise out the brnick Thne space
betaind the onck hoxds & pockage wrapoed in
plashic with 2im=csions 12 %6 x3 cm. Aflter
resnsving the package reslace bnck aswng blue

tack (or other sealing sukstance) to held it ia
place.

Sigrals. 1. After A depcsits matenal he uess a
prece of red stning to a fence signalling that the
CLE 15 loaded . 2 After B remeoves material
from the DLE e draws a chalk mark sigynal on
a pole

Note Sigrnals muast 0ot hear the DLE's vicinity

[
NGRTH :
% = DLS) - U5 STOR
E]BUS‘B
Sl RED BRICK WALL
E BRICK WaLl Z
e ]
TREE =
1 GILF £ PATH “ ]
COLRSE =3 =
WONJEY FENCE - [TTTIITIITI=
[TTTTTIILLILE
ot £ &= |HREE PHLES =
TD ;--V?f:-, A “':'.,jj.':r -
100N A e PATH —
CENTRE LA

Carrying Cut the Operation
The use of *hee DLE 1= an aperaton wich must be carefuly plansned as follows

Comrade A
. Checks route for s2ryellance
Clbseryes situation at DLEB

Prepares matenal (packaaing and camoufiagmg)

Flaces matenal {f no survellance)
. Bewarr route 1o check for survellance

Retirns home
Comrade B 1 Sees signal of depesi
Checks route
. Chserves sifugrion at DLA

. Places signial of removal
Returns home

=] i Lrp

Comrade A, | Checks zignal of removal
¢ HRemoves signals
3. Feports success

1.
)
3
k!
)
6 Flaces signal indicating depost
7
!
2
3

Removes malerial (If no surveiliance)
. Feturn route io check for survelllance

Note: [t 13 important that both A and B check that they are not bemg follawed when they go to the

[DLE and after leaving 4
(MNext 1ssue portable and mobile OLES

ISOLATE ENEMY AGENTS!

19




ot o pAcTEE » oo s SonaY + oA D PG AR
HOW TO MASTER SECRET WORK _ < 5 1>

19. Stationary, Portable and Mobile DLBs

We have been discussing the use of the dead
letter bax (OL3) tarcugh which underground
members secretly pass materal ‘o each other
There are various tvpes of DLEs:

1. Stationary DLBs are {ixed places such as a
camouflaged hale in the ground, hel.ow ree
trank or lence pale, loose brick in a wall (os
described in last issued.

2. Portakle DLBs arc containers which can be
carned and l2lt minnocent places o be picked
up. e.q. diszarded cigaretts pack holloswe:d-oal
stick or fake pece of rock,

3. Mohile DLBs are in different types of rarspont
(Car, bus, train, boat or plang) and are ased to
corrmameate betweeh operatives who ave fat
apart.

Magnetic DLBs: A simple magnet attached toa
COnAIMer Increascs opportunties for finding
piaces 1o leave your DLE, With the aid of
magnets vou are able to clamp your DLB to any
metal object such as bekind a dra:n pupe. under
the rar of a4 bridge, under a vehicle, ste.

Cemrade 'A' will use a vanety of DLBs with 'E
Newveruse a stationary DUB tco often because this
mereases the risk of being speted. 'The advan-
tage of a portable DLB is that the placo whare
itis left can be constantly changed. Beeause of
the danger of a stranger picking it up bv chance
the tme Detween aking the drop and the pick
up By your pariner mast not be ong.

5. Portable DLB — “Wooden Stck’:

Buy a plece of plashic tibing or pipe. Cut off a
Hem length, Glue peces of bark arcund i o
make it look iike a twig. With a atle patierce you
will be surprised at how resash: you Can make
I You nave a portakble TL3 icto which you can:
insert material Worx out a suitable logation

where U can he safely drapped lor a pick-up.
You can carry 0 up your geeve and drop il in
long grass orinto a bush near an easy-to-locate
reforence ot It mus: be concealed from
passers.by ard nosey dogs!

Alrerpatively you can sty hollowing out an ac-
wwal mece of pranch. or sphtting i down the side
ard glueng it, But vou wiil prabably find the
plastic pipe sasier to handle and longer-lasting.

8. Porntable DLE — ‘Hollow Rock’: Experinient
witn plaster of paris (which you can buy fronla
cherusty and mould iz into the shape of 2 rock
Allow enough of a hollow to hide maenal, With
vaint and mud you can make it look ke z
realisic oo Carry if to the grop-off poins in =
shopping kag.

dWoter the alove can serve as a pottable DLE
as well as a useful hiding place for the storage
07 gensltive matariz, arouns the 1ome’

Mobile DLB: Conmirade 'A uses the Johannesourg
to Durban train to send material 1o comrades
daw at the coasgt. There are numcions hiding
places cn lraies, aswath other forms of trarsoont,
and f you use magnets the possibilites are in
creased. Rermoving a panel 1 4 comparmen:
provides a usefel hiding place. Comrade 'A'
does this lomg before the traine depzrture,
before octher paszsergers arrive He has a
telephenic signal system with the Durian cosr-
rades teindicate when tho mnatenal 15 on s way
and now to locate it They aight get onthe ram
before it reaches Darban Whatever the caze
e operational system mnst be carefully studied
at both ends.

BURY THE TRI-CAMERAL PARLIAMENT!
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20. FAILURE AND HOW TO DEAL WITHIT
Our serigs would not be complete if we did not
deal with failure in the underground and haow to
react to setbacks.

1. WHATDOWE MEAN BY "FAILURE"?

When members of the underground are ex-
posed, arrested or killed, when the underground
structure is broken-up or desiroyed by the
anemy - failure has occurred. Failure gan be
PARTIAL, were only some members are affected
or COMPLETE, where the entire network or
machinery is smashed. OPEN failures are those
thal the enemy chooses to publicise. CON-
CEALED failures occur when ihe enemy suc-
ceeds in infilirating the underground with fis
agents but keeps this secret. in this case they
make no immediate arrasts choosing instead to
patiently obtain intormation over a leng period.

2_REASONSFORFAILURE
There are numerous causes of armesis and set-
backs.

a} Violating the rules of sacrecy: This is
one of the main causes of failure. To carry out
secret work successiully everyona must strictly
follow the organisational and parscnal rules of
behaviour that have been outlined in this series.
Comimon viclations of tha rules ara:

« faifure to limit the numbar of links between
persons (knowledge of others must be
limited)

+ not keeping to the principle of vertical lines
ot communication (eg. a ¢ell leader must
not have horizontal contact with other cell
leaders but only with a contact from the
higher crgan}

+ failure to compartmentalise or isolate dif-
ferent organs from ona ancther (eq. com-
rades responsible for producing propagan-
da must not take part in its distribution)

+ poordiscipling (eq. loose talk, carelessnass
with documents; conspicuous orunnatural
behaviour ete.)

+ poor recruitment practices {eg. failure to
check a person’s background; failure foiest
reliability;selecting one's friends without
considering genuine qualities etc.)

= failure 1o use codes and conceal real iden-
titigs

= weak cover stories or legends

« poor preparation of operations and meet-
ings
+ violating the ruia of "Knowing only as much
as you need to know"™
+ notusing the standard methods of personal
and impersonal communications
» inadequate preparation of comrades for ar-
rest and interrogation so that  they reveal
damaging information.
k) Weak khowledge of the pperational sltua-
tion: This means not paying sufficient attention
ta the conditions in the area where you camy out
your tasks. Comrades are often caught bacause
they failed 1o study the methods used by the
enemy, the {ime of police patrots, guard systems,
use of informers, etc. Mistakes are made if you
fai to take into account the behaviour of beal
people, cultural mannarisms and hahits, Jorms of
dress etc. Knowledge of political, economic,
geographic and transport conditions are part of
tha operational piclure.

¢) Waakly tralned and poorly salected
operatlves: The underground ¢an only be as
strong as its members. Poory irained ieaders
result in weak leadership, weak communication
links and poor training of subordinates. This
leads to wrong decisions and incorrecl be-
haviour throughout the siructure and a whole
series of mistakes. Care and caution ara tha key
to the selecticn of capable leaders and recruit-
meant of operatives,

d) Weak professional, political and per-
sonal qualltles: Ssricus shorlcomings in the
qualities required for underground work can lead
to failure. For exampia a comrade who is sound
politically and has good opsrational skills but
who drinks heavily or gambles can put a
machinery at risk. Similarly a person with good
professional and personal qualities but who is
politically confused can be the cause of failure.
And a person with good political undarstanding
and fine personal qualilies but who has weak
operational capability is best used for legal work.

&) Chance or accldent:An unlucky incident
can lead 1o amest but is 1he least likely cause of
failure

., PREVENTING FAILURE

Following the principles and rules of secracy
greatly reduces the posshility of failure - "Preven-
tion is batter ihan cure™. But when failure oceurs
we must already be arrmed with the plans and
proecedures for dealing with the situation.

FORWARD TO PEOPLES POWER!
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21. DETECTING AND
LOCALISING FAILURE

When the pringiples and rules of secrecy are
poorly applied, failure and arresis foliow. The
main dangers come fram infiltration by anemy
agents or the arrest of comrades on operations.
DETECTING failure means to be aware of ihs
danger in goad time. LOCALISING failure means
te act in order to quickly contain the crisis and
prevent the damage spreading. The fallowing are
the main peints to consider:

1. REVIEW THE MACHINERY:

it is only possible o detect and localise failura if
the underground has been buitt on a solikl basis
according 1o the correct grganisational prin-
ciples. A study and review of the structure, lines
of communications and the personnel is an es-
sential part of secret work, But it becomes im-
possible to obtain a clear picture if the under-
ground has been loosely and incorrectly put
together and is composed of some unsuitabie
persons. in such a situalion it becemes very dif-
ficult 1o correct mistakes and prevent infiltration.
A netwark which is tightly organised, operates
acoording 10 the rules of secrecy and is cleared
of unsuitabie operatives is easier to review and
manage.

2. CHECK SUSPECTS:

This is part of the work of reviewing the
machinery. It must be carried cut discreetiy $o as
not to aler the enemy or undermine the cor-
fidence of operatives. a) Review the suspect's
behaviour, movemant and parformancea; b}
check with co-workers, frignds, family; c) carry
out surveillance by the security organ after ex-
hausting the other checks 1o determine whether
there are links with the police.

A.SOME TACTICS OF ENEMY AGENTS:

= they try 1o win your cenfidence by smooth
talk and complimants;

*  they try to arpuse your inferest by big talk
and promises;

= Iry to get information and names from you
which is no business of theirs;

s try to get you to rearrange lines of com-
munication and contact points to help
police surveillance;

* may show signs of nervousnass, behave
oddly, show excessive curiosity;

* may prassurise you to speed up their
recruitment or someona they have recom-
mended;

* ignore instructions, faif 1o observe rules of
SEecrecy.

Naole: good comrades can be guilty of lapses in
behavicur from lime to time, and agenis can be
clever. S0 do not jump to conclusions but study
the suspect's behaviour with care and patience.
Sooner or later they will make a mistaka.

4. LOCALISINGFAILURE:

This involves two things: acting against infilira-
tion when i is detected and acting against ex-
posure of the machinery and preventing further
arresis, capture of documentis, malerial efc.

a) Acting against Inflltratlon: The severity
of action will depend on the stage reached and
the danger pased. The enemy agent may be;

= cut-off without explanation;

= politely cut-off with a good, believable
pretext (eq. told the underground  unit is
being dissalvad),

+ "rozen" - told they are not being involved
betause thay ars being held in reserve;

+ arrested and taken oul of the country as a
prisonar,

b) Avoiding aiTest:

= Themoment it is known that a comrade has
been arrested those whose identities he or
she could reveal must immediately go into
hiding. Most arrests take place because ihis
rule is ignored. Even if itis beliavad that the
arresied comrade is unlikely to break, this
precauticn must be observed.

= Everyone musi have an ESCAPE PLAN.
This includes an early warning system;
assistance; safe hiding place; funds;
transport; disquise; new documents  of
idantity;

» Endangered comrades may e low" until
the threat passes orwork in another parn of
the couniry or leave the country,

» Al links must be cul with a comrade who
has come under enemy suspicion or  sur-
veillance. In this case the comrade may be
“put on ice” until the danger has passed;

« Afl documents, incriminating material g1c.
must be destroyed or removed  from
storage places known to the arrested com-
rade including from tis or her house and
place of work;

+ Allcomrades must be instructad on how to
behave if arrested. They must refusa to give
away their fellow comrades and sirive to
resist even under torture. The longer they
ragist the more time they give their com-
radeste disappsar and get rid of evidence;

* Everylhing musl be done 1o help the ar-
rested comrade by providing legal  repre-
sentation, publicity, foed and reading
material if possible, solidarity with the fami-
Iy, organising protests, etc.

END THE BANTUSTAN FRAUD!
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